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(54) METHOD OF EXCHANGING CIPHER INFORMATION 

(57)Abstract 

PROBLEM TO BE SOLVED: To exchange information through an open 
information communication network by specifying a communication partner 
with security ensured. 

SOLUTION: A primary station 1 generates a cryptographic key or a 
cryptographic key and an encipherment system 11 on a request from an 
application service or a user 3, and updates and manages the cryptographic 
key or the cryptographic key and enciphement system 1 1 corresponding to a 
user identification code 9 for the primary station cryptographic key 
management data 13 and distributes them to secondary stations 2. The 
secondary stations update and manage the cryptographic key or 
cryptographic key and encipherment system 1 1 distributed to secondary 
station cryptographic key management data 14 corresponding to the user 
identification code 9. The user 3 ciphers or deciphers the information by the 
cryptographic key or the cryptographic key and encipherment system 1 1 
stored at the secondary station for transmitting and receiving the information, 
and uses the result of the executed application service. 
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j^#*ftv\ mm (\) t>L<lif§ (2) fflLX 
^-5?Uffl# (3) g©^!7-K (16) 4r^JE-T5„ 

(3) ©tt#«J*»«i: UT, ft*^, ttSf*** 
*>5 0 i^e><7?W^li. (3) ii5S«]^ (1) 

K&®-r%mmm% (3) «j«wsr*»iaT«»-rsflr 
^-c- A^-r 5 <o«w^ ^m-t s (ox- z ti h <om&(o v > < 

oA->h^<tt-£X&*m (2) K«*LT?i]flH-3*t> 



(6) 
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(3) ^A^cDA^T^Hr^W*^^ 

[0017] w^«it ) L<#iB&^ei:B&^^: (id 
mm (D dSBt-^«t)U<iiBt^e^B&^^: (id 

(i) (2) t<otn^m<o±A. sa 

BW!iBt6*«3^yK*S« istixmm (1) 
fc-T-JB (2) on-c. 5HMc-SUfcflp-9«tU<ttBt 
•^gii:Bt^^: (1 1) SrGft. WftU^S. 

1. eco^^sa*^* 

2. m^mm^ 

3. «<DM#rS# 

4. ^i<7)MfriiiS 

5. §£cqM£t^$ 

«o^KB*K*fi. *Uffl# (3) t>L<f±«» (1) 
(DT:/y — is a fcf * ^ h&&t&$ Kds* 

(ii) z-m^M (2) icgE^LT*^, #S<^?iJ 

^ (1) (2) M<a#ffle^»T-*>5** 

ws-rstim (is) -c% ^js (2) *s«p^jitu<rtt 

rtr^»tBt^* (11) SraE5EUfcjB*S:«e^-6 0 

*s (i) fc^-a (2) a»s*fc*a«)«WE 
■3ftj"c*s«wi©it#f4^j» (2) tmttn-r &<ok 

mc<, mm (l) ds«^)««SrK«rT-*-5 Q L**U 
(2) 0>a««rgtt (1) ^«tR«r«l 

(2) tt. JE*r^Ti--5*t?. fiJ 
«*r«*Lftl+*Ltfft&*i\ Mx.ll (2) «m 
fttt^TI^SflHHBfc L<<iB»-^«i^Bf-^*'^; (11) 

Bt-^«i:Bt^^: (11) l;:Mfr*-<5»^ MA (l) 
(2) 0>ffl-C\ ?iJffl[Bj»^BB-r6*ai^«^3&5W 

»£*vci^-ct. firing (2) r^jffl^ttfc^^ 

(2) T^^^^S,Oft2Ji«T^*^*&. (2) 
^WKUr*HMitL<ttl»^i:l»*** (IDS: 
M£rLT, iM (l) -Si^JEfr5i^Sr«fTi-S 0 

[0 0 18] c^«W-cttffli--&«*^*il»-e«f±, 

[0 0 19] C^SSWtwJH^T. Ht-JHit L< 
^Bf*** (11) OffiffifiifcH NA^#*D#*s*>5 
f»«ii«IH^*-C, (B4 (a) ) W» (2) 3ftS«2 



^«Sria#i-'5»&^ia#ftKliN* (N-l) /2t 
«» (D (2) ontfitttttBffiSK 

Ii (04 (b) ) -CNt&tK 0f^(7)ga*S3SliffiS 
<0«*^Bftii-S<O^JtttLT (N-l) /2««tt« 
'>tii5fc£ 0 Mfc. (1214(c)) T'Ki^Sf (D Sr 
(2) fcM,*L"C*rfc**Ml (D *Rtf\ ^*"0 
<0*US (D «r*» (2) fc LTWS£it6R|Jifll3££ 

kk:*'>u sf^i i bL<^Bt-^i^Bt^^: (ii) 

[0 0 2 0] (2) <BS*£5pJffl# (3) <Dg® 

(1) t>mm& (3) W«»*r$ttf+tt£l3\ #Jffl 

z.zxn, mm (D . *m (2) . (3) com 
x\ x<Dmtj:m»<o&mmt>tiz><Dt>\ t^m 
mmxmmmmztizfr&m (5) x^-r 0 

1. (2) ^r^y^-v/ 3 yyo^7^ 
ks***» (D *ss*tf+»tSo mm 

(1) tt, SttPWK ^yp-KWn^^f 

mm^. m j fmi>^<nm*mbm j &tt (11)^ 

m (2) <D1 P Addres s «rtt»W*ll£ LT1B» ' 
"C£5o -O'*— ^IPAddres s 
T-M (2) Hl^lWJSLtl^^ fcS'O'KW 
OffiSr^Lfc*), H^Lfcffifco^ 

2. ^^yp-KL/c/n^7A (5) (2) 
^y^h-zH, (2) i:/n^7A|t©W 

m^mh^Km&fmtm^tt (id a^k^s 

3. (3) (1 
o) *+m (2) sriiLXA^u, ^ (2) (ommm 
^tm^mm (D i^t^6 0 

4. mm (D tt»»*^#^tu<fi*HMii:«f 

(11) S:tt»U «rfct»ft<O0«p. ^Jffl#M 
(10) fc|B»U T-AitSiJfE-^ (12) Rt/. 
*iJffl#»S'JIE# (9) RXftnM'<X7-h* (16) Sr^ 

5. ^SaffiUfE-^ (12) &t«iJffl#iK5Ufa-^ (9) & 

xwm'**y-Y (i6) fenp-wbu-c^ja (2) 

6. ^f-m (2) am^ikztitc+mmm^ a 2) r 

Xf. «ffl*BKBU«E* (9) Xr5lOJDI^y-K (1 6) 
SrtB^kUT, 3-m (2) liISLtfettt^o 

7. (3) Wffl#WWE» (9) 

k (16) srflfta-rso 

8. (3) li/^y-K (16) ^KJE^Rttr. 

(2) SrilUXfTt\ iB« (D ttSCJESrgitf* 

9. (3) lifiJffl#f$S'JiE-^ (9) , /^!7-F 
(16) fc^frfiJffl#JRte«# (10) Sr^A (2) Sr 



(7) 
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ilLTA^U *m (2) tt^-BOflHWIB (12) 

\mm (i) idii^f-rs. 

io. «a (i) mm%<Dmqtz-% o) icfttf&u 

fc'<*!7-K (16) *-^tfHlffl#*ttf»« (10) X 

V+m&SME.* (12) *ia»-t-5. 
-*-.&rof±JBL<, *Jfli#«>tt#«jfcflMR*r5*i\ *fF 

(3) (2) ^SftLt, tM (1) iza»£ti 

£>o 

i2. &a (i) amm^mm^ o) ttt/i^Rja 

(1) ©«t**tftBWIfi«, URL, P=f-*— 
(3) K h^/W^ig^, MA (1) Sr«oT«# 
[0 0 2 1] K^n/c^n Afi^o^^- 
mm<n+m (2) -ef«flas^-6BrtBtt*sia!v^. 

^A (2) Xfl]ffl£*VC*>. SflJJB* (3) (^«»«F^W 

^«it>L<fiBjf-^i^Bt^^; (id nm^istimm 

l-**>ftV\ (2) -e*#<Z)*IJJB# (3) a* 

itixt), «»(o?ijffl«wsijsa# (9) k. mmmm 

SiJIS-§- (9) lw»Jtbfc«p*«it>U<ttl«»iii:l»#* 
S (11) 365«» (1) JfctfT-A (2) fcKJfeSitSo 

«or, — og>t-a (2) &mcx, mt<ommm 
(3) dsr^y >g ^<&^-^**?ijffl-e#£o 

[0 0 2 2litOTM (2) *ttftLTf(]JB# (3) 

#*-i*;**fWW-S»£ Q 3p]ffl#.(3) tf-o<&^A 

(2) &*XU— If* *«JH^S *rs<4 

su<D^-m (2) ^ ft\<Dmm\^hz>*m (2) ^iiu 
*-tr^*fiiflaufc^»^, (3) 

(3) HtoT«^U\ r^^ffiSr»ffi-t-saf9jH± 

(D mz^m (2) A^iiur, &A (1) i-istt 

^<5fl]/B# (3) art^A (2) B^IitX, flJJB* 
SKSUffi* (9) K (16) *^tsT7})tr- 

yf-t^^f6OTta wH41fi (10) 
S: A* Lt*ft«^Ift* «r«fl (1) l-fr 

© IRA (1) tt£^*fc#*g**f+tf\ T-Af&S'JS-^ 
(12) (2) B »tf3pjffl# 

(3) a^«»S*bX#^:**8EJ-a»»^of»«i: 

(2) flJffl* (3) aliW-SftSttX^-S^A (2) A 

® S^A (1) ttfl|JH# (3) a^i (2) A*»(bg 



© (1) ^A (2) Blw5fHJffl# (3) a^#r 

U<iritUfcl«#«tb<fiffip#«i:l»t#*^; (11) 
SrfcfrU MMHt^a^-^ (13) SrJEfrTSo 
® T-A (2) BttE**nfc«pHHit>U<tti»*B4: 

(id x*mm% (3) a <D3pjffi*aB«ia-g- 

(9) »JSUfcB2«*^-t-'5 0 

*"Jffl# (3) att^A (2) AtKli^fl (2) 

6 0 ^f-a (2) b^bei^a^ utSM^ 

-efc-5i:LtiawLfc^ t-a (2) Bas**:*nA8a« 

StbT^*i>#^i. T-A (2) wjDA«l«¥Jft# *f? 

[0023] ^^^^^Wtaiufca^owafltfrtt 

T-A (2) (Di/^fA^5Wfc5c cw^B 
»«f±, 3p]fla««BUIE» (9) /**!7-K (1 

6) % mm&m&mm uoi (1) ^sftu 

(9) , »**!7-K (16) **tf£X<0*JJB#JRfl=W 
• (10) i&titl1tm&. A (2) SriibXgi 

A (1) l-iOAttftU *Ai^^-r^-r^ffi*5 0 

Sot, tt£«fcf»««:*A (1) fc:£**-ei£<+U 
^A^fflH&^^^Hi-Vl-^So r^y^-S/gyf- 

[0024] fuffi#^*»itt i,<^m^mt^^ 
(11) *«s (1) ^tiui^tuxt), *m 

(2) ^K»**tfc*ijffl#^i*^tu<f±i*#«ifc# 

(id tmm (1) i-iE»s^c3pjffi#cDBt-^ 

«t>b<JiBf^«ii:Bt^^; (11) <n&ibjj<nmm* 
MW-LT*5<ie5*dS*>-6. 

[0 0 2 5] »»«tBAi 

H7J^RA (1) -eiE»UTV^*iJffl#^ie-^fH>b< 
l±ffip*«i: (1 1) (2) T*|E»UX^ 

SrtP-Wtt U (11) k(Dm<D{& 
#H«S:^o RI-^A (2) l^*»Sixfc*iJffl# 

(3) iXttifrHH^**:** (11) 

(1) j&s-T-A (2) |rB^«*^fcb<ttl»HHii: 
flP*** (11) tt. RI-^» (2) 
«k-i . St#*^:k-i XBf^LX^-M (2) (^i^ 
*U -T-A (2) ttt*t*r**flsUT*#«k . Vgtt 

W&l ^-A (2) Sracx26g«$n-6«»±l*»« 
k . et-^^k XBf^k. &&#gltL< 
tm#mktittt* (1 l) kW*«-*»«*M:3M»U 



(8) 
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#**«:k-i -ctBHWkr*. z<d£?\^ m^mmrn 

fr<D&fmh^<teV$%-9&km-%tt (ID SrteoT 

^mtrnttx (i i) (ommmmttez* mm <n 
(2) <Dmx% m^m^i.<n^mt^^ 

[0 0 2 6] U/UgEff 

0 8lcgp| (1) dSBf^bUfcBS#fiit>U<fiBt-^«i^ 

rtp#^* (id (2) t^ga*u. E***bfci* 
^Sr^s (2) ©ftn^tt, m-%mhv<n\fe^ 
mtm^tt (i i) sr^w (2) eo*^»jw-rs 0 m 
kb* l < t±*tt*m t m^mz (id 

(id ttMWfr*-*. 

[0027] mm (i) (2) Axmmm o) 

1 jWWJB# (3) OftlS£4M«LTff#cD 

2 *ijffl;t (3) ra-eic^ttrft^sgftSrfi 1 5o 

3 mm (i) (3) BB-c««os£»*ff5o 

*UJB# (3) -e*>-5*SrfflBBUfc«, JWr*-*tiWUi* 
S5«K^fct»*i-536S, (3) a*r:/ 

[0 0 2 8] (MftflHRXi*: HSfcjWI (1) 3&s^» 
(2) Ak*m (2) BfcwBB^«*rlJ^*^-eT-» 

(2) a, Bn-(H»«^+«*««rff om&*7frt 0 m 

(3) a^Bf-^S^U<«Bt-^«i^Bt^-*^: (1 

i) x~m*ik^tc&mmnbmta9£<Dmm# (3) 
fttrMi (i) ja^asw-r-s, 5Miufc«» (1) »** 

ffcHWtUT, (2) B<DfU^# (3) bcOBt^- 

«t>U<HtlHHii:l»»*« (ID -CiSii««Sr#* 
ftLX, (3) b#»»3*LT^6*» (2) B 

m^mn-tz* *m (2) Bt*§ft u^ijffl* (3) b 

(2) A£^» (2) BW-eitt»««oa6S«S:tTfo 

-r\ mm (1) sr^niLxiasswi-flMs^ssiBitTS, 
[0029] mm id 

JBtttta (10) fliRM (1) -eflBB-fSI-i^. ffl 

«=jw«i-af»«»ts:*i]ffl# O) bi^x5»x% s 



2 jRA (1) fr*m (2) A. BfWo*8li»«XSI£ 

fr5»£\ Baio^*ijffl# (3) acDmmzmm <n 

S>^£. 5|NJJB# (3) btf>tt««rg« 

[0030] mm* (3) rax-sswaoxfisrff 5» 
^ : mm (1) &^£*!/>T-figH^ (2) mxm^-m 
mi ix*m (2) Azmcxm 
m% (3) ajifuffl# o) b t<D\sm^m^t, m 
fm*> is<tem*mkm^tt (id tu<i«tt^ 

ft^S»»ffl^l»^-*aSlffir* (2 3) 05gB*«*Sr-t- 
60 ^ (D (3) a. ftt/fl]ffl# (3) 

b*il^Bf-§«%L<«Bt-^ii:B|r#^ (11) tl 
< (i^ixt^^-5Bt^-«ISft« (2 3) 4:t«t)l<(l 
iSjRL^ (2) A&tf. ^» (2) B-ga^"T6o M 
^(O^m (2) ^^Ufc*^t>U<f4«HHi4:* 

(11) fcb<tt*tb^ft*>s«F#fli»ft« (2 

3) Sr»«ftU3pJ«# (3) a, bB-efff««Sa« 
[0 0 3 1] fljfl^ (3) XW#60i^f Tt: t §ff tg<D 

(3) frhmki>\^<\rmm<Dmm9mm% o) 

^git>U<(iPt-^»i:Bt^^: (ID ^BB*S*ds« 
A (1) ^ftStu M (D Wt, 3£«jfe^*i]«# 

(3) 60Bf^«i^L<««P-^»^Bt^^: (11) £i£ 
«7C^3PJfla# (3) ^3pJffl#W5lJB* (9) jMMAStt 
T^S^F-A (2) ^Ift, iSfBx:0*iJffl#(7)«SiJ|E# 

(9) f±w»SrB»^bur. i^fa*-i^f mn%<o 
[oo32]if(D tmm& (3) mxmn<n#m 

ttft? (3) ^T-M (2) SrilCTKiggy* 

(1) ^ W^T-M^^f«T oWrShtbZo m\2X 

(3) ©Alfl^H (2) A£ilLT\ ^ 
(1) fcil[»«f«^X«*fT5 Q 

[0 0 3 3] 

immm 

mi 3\zmmm^^xm^<Dmm^no^^wm\ 

i/XTJ*<nm&7Firo mm (1) liBKt^&^ftiS: 

5 0 (2) ^«Ifl«At6^p B n^^«Ti\ 
^ (2) ^KJE#naXSr*«t-C, ^p p p^rK^^5fe 

-^sas-r^o «s (D ^aisiBi* • *»«BB»-iPA» 

(3) <o««***SbT««<oS£**fir5*&^ll 
(D»K#roaSIBBl^*S:*Jffl«t>HBiJE# (9) JfctffiJ 



(9) 
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m&m&ffim do) &v*mmi\m% (12) t-m 

&mm (10) &v*mm<\?z^ (12) t-istsrji 

<am^mtm^^. (11) ^/sutsn^gMH- 
5„ %mLtzmw&n*m (2) -ei*-^^ l < i2b^§- 
iitBt-^*-^: (id fr%.mt$hz>* 

®mW%(m.^<r>l-m (2) OURL (Univer 
sal Resource Locator) tiAL 

®ffi.ft%v>mfmh l < am^-mb m^x*. (11) x- 
mmmcommitm&m^tLx. wm^^m (2) k 

ftmzq>mi.xmm-tz><nx\ mm%tem:4,xm£i><vm 

(11) (1) <£><f • ft-Sr«Bl^g(D# 

©I£^#fi&;£<»tt£l&«6S&U • 

©*mi&#c • ik&mmKftn)&±b&m^7£a zmn& 
mx'mwfcffiz'rt ~>„ 

^mst* • fcftmm&'pm-rz&x^ m.mmt>*hma& 
m<Dmmz$:rtti'&. dtftzn 5<r>x-&M%i5\bmcfi 
<< =■ i/7x-fcmff-'*imbt£>ommx'm&*m.&x ! %Li-i-®. 
<>xR&&3ttuo<Dbmcmt£te*tJ8L5\#:m*x-z, m 
n%bmtt%(Dm<nm\\^&'> M^iofcis, 

[00 3 4] if Sir— fc** 

01 4K7*-mi*&(n-i)--vxm\*ftmm*m^x 

tf*fi]fl!*W;lr— ¥xm&<o*R (2) ©UR 

L (U niversalResource Locat 

o r) bD—exmmmm&mw do) *khwi:i. 



(11) KttJlKU jSK1r-fc'*fi]ffl#1r 

dlr- t*^S^#wBf L < t-Hfeimbm^tt 

(11) T-BSf^b^^l##t1r-t^f1Jffl#(OBt^- 
«1> U < (iBf-^jii Bf H^st (11) SrflHHb LTi^f 

«F*{IS$nfc«t5l#*Htl»*«B«« (2 3) «:>?■*-. 
•tf— t*^fiJffl#Jlj|Kt$ixfcSi§|#-^fi.TJ«Bt-§«t> L.< 

i-m*mbmtt*. (id 

©f— fc'***&tt, t-t^gM*^t-t*^M« 

[00 3 5] 015 Lfc*- 
pffiBflta:#(i, ^» (2) *Ht-CA»»MCj&»t>»ft 

StufcBf-^jlt U< ttBf^jiiBt^^: (1 1) X\ flj 

ffl#sesijE-^ o) Rtmim&mvtmm (1 0) &t/^ 
M!SiB'JfE-§- (12) b. mv&z-ffimb-m^m^kL 
xmm (1) <o&ifmMizmm u mm (1) <»&Mm 

[oo36] mm<7>mm 

m 1 e [z.n+mn'gmmmz x z>»&<Dmmti:$im&ft 
i-iftmi-ttm (2) icty-^r 

— K (16) ^gtB#K^-r5„ tftSSttfc^^^-K 
(16) (±, tt^*ltfJ£ftfltl::i£fir$fr-5. 

a»Mi*a^T-» (2) ^ac-cm-^w^ta^SK-ai 

©S^ff^taitflltt^ (2) A^|g{f#a tcSff# 
b©#-Wtfc L<»lBf^«ii:Bf^-^ (11) *«P*fb 

®M{f#a(1^5rBf^-fkLT. S-ft#b{ri^gi-5; 
©5f*b(Dttft^?))t5c, -7-^ (2) BttSfg 

fcBt^-ii'bu<i4Bt-§-«ii:Bt^5t (11) -esitx-t 

(1 1) 1*01 6te f gTJ^h i j — JE£t£*X 



(10) 
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e f g&ffi&£tlZ> 0 

©m^mmmmmffifrb+m (2) <D^m^mmmm 

1) ^smtu mfezfrt^mzrt&m&tf+m (2) 
xmrnz^m-rzk. *<v^mi>i.<m$^mtm^ 
(1 0) n^m (2) /ii^^^^n^o ^t#a t 

[0037] ^yhy^^h 

[Ell 7l^ilf*!X<7M>' Vy*y Y^mn^mo^m^ 
"T 0 LAN (18) \^mWt£thttm (2) 11 • • ^« 

^(2) i k t^>-?-*v b&jn,xmmt$tifc*m 

(2) 21"^ (2) 2 j y^e- hT^i?* 

xmwtztittm (2) j p^/sswan (20) & 

x-rzmm&^T'fT'?*-^ (22) t-wts/cit 
x&<, (u ^>f— '<fcmm$titc*m (2) 
£&^mtti-zm^mi>^<&m^mkm-%tt (1 
1) *mm-rz>zk\c£ox, mm (1) *>ir— 

S4^££X^ff^i?3r^ y r- 

I?£fgtri3fc3 0 7r^r^t^ (22) x^m^h^m 

<5£, 7t<<T ZJt— /ucortgiSX^i?^ y x^jfrnfRT 

(Throw Away Encryptical k 
e y) OW^*"^r.(DPp^^^LT<ix6o 

[0038] mi 8x&m<wgj^mhi'<tev£-%mkm 
(11) ^ffl-ra^^-To «^ (1) 

1) £^a. T-^b. ^«cj&s##U 

(11) oMfffir^y^-v-av^-t^^^or^: 
^tvsu ^ ^-(D&mzfkm^tti&xzz* 
mz&m<Dm^mi>^<&^mkm^tt d 1) £ 

§l^#^|giiE^^^y- K (16) *>*fc: 
ttKUX^^r^yx^m^^<. Pp^£rfWSLXf+f& 

i-3^&^I^J/BX££ 0 

[0 0 3 9] 

&M<D&mm^i£x<DM^-%mz$:± 
\zwtrtiM^ 'Afflm. m&mttfcmtrztixb^ 

mmt^m^mrnxm^mmm^mm^xmrnk^ 
mRrj^m^^tcmm^mtc^xm^mWi^^rf 
5^xgmmi&£tiz>w&. %Lm&±x<Dm$k* t %m 

X^&fcM^, m^X^m (Throw Aw a y 
Encryptical key) T'f St" *U^> #]JH 
fUBttM (Throw Away Encrypti 
c a 1 key) O^ffi £ Xit!SHirf\ i?*^ V 4 <D 



[0 0 4 0] — WAN^S&bfc^pl^ib^IlPfT 

»JRU i?*^y^£:$«fcLX^6 0 L^U mMfr 

WcttXft<, rt^X*Off^(Di?^r^y T^CDMmVk 

\/\ On e Time Pass Word Hf*]£|$(Dl# 
^ilff i^Xi>;£Atf)f&aiE (Authenticatio 
n) lcMLT3tl*^fc£^ ff^^SteJ-^ffl*^ 
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